GNSS Threat Protection for Airport
Surveillance Systems

Use Cases for Protecting Airport Surveillance and Air
Traffic Systems From GNSS Jamming and Spoofing

Summary

Modern airport operations rely on a highly integrated
surveillance and control infrastructure to maintain
safe and efficient aircraft movements. Multiple
systems work together to track aircraft, manage
flight information and assist air traffic controllers in
maintaining safe separation between aircraft.

These systems depend heavily on accurate Position,
Navigation and Timing (PNT) information. In particular,
precise time synchronization—often derived from
GNSS sources such as GPS—is essential for aligning
data across multiple surveillance sensors and
automation platforms.

However, the growing number of GNSS jamming
and spoofing incidents around airports is creating
new operational risks. These threats can disrupt
time synchronization, degrade surveillance accuracy
and ultimately impact air traffic control decision-
making. Recent reports indicate a rising trend in
GNSS interference events affecting aviation systems
worldwide.
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Threats from GNSS Jamming and Spoofing

In today’s world, most airport and air navigation systems
depend on Global Navigation Satellite System (GNSS)
for position, timing, synchronization, surveillance and
operational efficiency.

GNSS interference, including jamming and spoofing,

can degrade or disrupt several ground-based aviation
applications used for communication, navigation, surveillance
and airport operations.

GNSS interference typically occurs in two primary forms:

° Jamming, which blocks or degrades GNSS signals and can
result in partial or complete loss of GNSS service

° Spoofing, which can be more difficult to detect because
it may provide false position, time, or navigation data
without immediate indication or an anomaly

Both types of interference can have serious consequences for
airport ground systems.

Interference with Global Positioning System (GPS) signals can
compromise the accuracy and reliability of aircraft navigation
systems. Such interference may lead to position errors,
degraded navigation performance, inaccurate altitude-
related data where GPS inputs are used or a complete loss of
position information.

These disruptions can result in operational consequences
such as flight path deviations, missed approaches, increased
pilot workload and reduced situational awareness. The risk is
particularly significant during safety-critical phases of flight,
including takeoff, approach, landing and operations in low-
visibility conditions, where precise navigation and accurate
positioning are essential to maintaining separation and
ensuring flight safety.

Recent aviation safety workshops have identified an increase
in GNSS interference incidents affecting both aircraft and
ground infrastructure.
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Dependence on Accurate Timing

All airport surveillance and control systems require precise

and reliable timing to function correctly. GNSS based timing

is commonly used as a primary reference because it provides
high-accuracy Coordinated Universal Time (UTC)-traceable
synchronization across distributed systems. GNSS timing is
typically distributed through timing servers used to synchronize
radar systems, Automatic Dependent Surveillance-Broadcast
(ADS B) receivers, Multilateration (MLAT) and Wide Area
Multilateration (WAM) ground stations, surveillance processors,
recording systems and automation platforms through protocols
such as Network Time Protocol (NTP).

Precise time synchronization ensures that:

° Radar interrogations and responses align correctly

° ADS B messages are processed with accurate time stamps

*  MLAT/WAM time-difference-of-arrival calculations are
accurate

* Multi sensor fusion systems correctly correlate surveil-
lance tracks

° Automation systems maintain consistent aircraft position
calculations

* System logging, recording, replay and event reconstruc-
tion are reliable

If GNSS timing signals are disrupted or manipulated, the
synchronization across these systems can degrade, leading to
inaccurate or unstable aircraft tracking.

Airports are also tightly integrated into the regional power
grid, typically operating their own dedicated substations to
ensure stable, high quality electrical power for surveillance,
communications and timing infrastructure. Because timing
distribution depends on uninterrupted power, these
substations become critical single points of failure. If a
substation is taken offline or disrupted, the airport can
rapidly lose the ability to maintain synchronized operations
across radar, ADS B, MLAT/WAM, and automation systems.

Key Components of the Airport Surveillance
System

Airport surveillance and traffic management depend
on several interconnected systems that provide aircraft
detection, identification and tracking.

Primary Radar: Airport Surveillance Radar (ASR)

Primary radar detects aircraft by transmitting radio waves
and measuring the reflections from objects in the airspace.
Because it does not rely on aircraft-borne equipment, it can
detect any object reflecting radio waves, including aircraft
with malfunctioning or disabled onboard systems.

While primary radar provides basic position detection, it does
not provide aircraft identity or altitude information. It serves
as a foundational surveillance layer that supports aircraft
visibility in controlled airspace.
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Secondary Radar: Monopulse Secondary Surveillance
Radar (MSSR)

Secondary surveillance radar complements primary radar
by interrogating aircraft transponders. The aircraft responds
with encoded information that includes identity, altitude and
other flight parameters.

MSSR provides much more precise tracking than primary
radar and enables reliable identification of aircraft within
controlled airspace. These radar systems also rely on
synchronized timing to ensure accurate interrogation and
response alignment.

Automatic Dependent Surveillance-Broadcast (ADS B)
Surveillance

Automatic Dependent Surveillance-Broadcast (ADS B) is a
modern surveillance technology where aircraft broadcast
their GPS derived position, velocity and identification
information.

Ground-based ADS B receivers collect this data and feed

it into air traffic management systems. ADS B enhances
situational awareness and surveillance coverage but depends
heavily on accurate GNSS signals and time synchronization.
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Automation Systems

Airport automation systems integrate data from multiple
surveillance sources, including primary radar, secondary
radar and ADS B receivers. These systems perform multi
sensor data fusion to generate a unified operational air
picture for controllers.
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To correlate data from different sensors correctly, each
incoming data stream must be precisely time stamped using
a common time reference. Timing deviations can cause data
misalignment and incorrect track correlation.

Multilateration (MLAT) and Wide Area Multilateration (WAM)

MLAT is a surveillance method that calculates aircraft
position by comparing the arrival time of transponder signals
at multiple ground stations.

WAM applies the same concept across a larger geographical area.

Because both methods rely on time-difference-of-arrival
measurements, accurate synchronization among ground
stations is essential.

Air Traffic Control (ATC)

Air Traffic Control systems rely on the integrated surveillance
picture produced by automation systems to monitor aircraft
movements and support real time operational decisions.

Controllers depend on accurate and stable aircraft tracks to
maintain safe separation, manage arrivals and departures
and support efficient airspace utilization.

Operational Consequences of GNSS
Interference

GNSS interference can impact multiple layers of airport
infrastructure simultaneously.

Radar System Timing Disruption

If GNSS signals used for timing references are jammed,

radar processors that rely on synchronized timestamps may
experience interrogation and reply misalignment. This can result
in unstable track updates and reduced surveillance accuracy.

ADS B Data Integrity Issues

ADS-B is one of the most directly affected systems because
aircraft transmit GNSS-derived position through ADS-B Out.

If GNSS is jammed:

* Aircraft may stop transmitting valid ADS-B position data

* ADS-B tracks may disappear from ATC displays

* Position accuracy and integrity may degrade

* Situational awareness may be reduced, particularly in
areas with limited radar coverage

If GNSS is spoofed:

* Spoofed GNSS signals may manipulate the aircraft's
reported Position, Velocity and Time (PVT) solution

° False or misleading tracks may appear on ATC displays

° Sudden track jumps, ghost targets or incorrect trajectory
predictions may occur

* Clearances could be issued based on incorrect surveil-
lance information if data is not cross-checked

MLAT/WAM Impacts

GNSS timing disruption at ground stations can bias time-
difference-of-arrival measurements and produce incorrect
position solutions. A spoofed timing offset at one receiver site
may create plausible but inaccurate aircraft positions unless
detected by integrity monitoring.

Multi Sensor Fusion Errors

Automation systems fuse data from radar, ADS-B, MLAT
and other surveillance sources. If timing references are
inconsistent, systems may incorrectly correlate tracks,
resulting in duplicated targets, lost tracks or reduced
surveillance integrity.

These errors can appear as flickering targets, inaccurate
aircraft positioning, delayed updates or inconsistent
information on controller displays.
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ATC Automation System Instability

Automation systems receive surveillance inputs from radar,
ADS-B, MLAT and flight plan systems. If GNSS-based inputs
are corrupted, automation systems may experience:

* Incorrect track correlation

° Track dropouts or duplicate tracks.

° Radar data rejection due to timestamp mismatches

* Errorsin aircraft position calculations

* Potential system instability or reboot events

In severe cases, this may reduce airspace capacity or increase
controller workload during critical operations.

Affected Ground Systems

GNSS interference may affect several ground-based systems
and supporting infrastructure, including:

* Communication networks

* Data processing systems

* Recording and replay systems

*  Network Time Protocol servers

* System logs and event correlation tools

* Surveillance data distribution networks

° Timing servers and synchronization infrastructure

Mitigating GNSS Threats with BlueSky®
Technology

To address these emerging threats, resilient GNSS
architecture must be deployed within airport infrastructure.
One effective approach is the use of a GNSS firewall that can
detect and mitigate spoofed signals before they reach critical
timing systems.

BlueSky technology anomaly detectors, with enhanced
charting for monitoring additional GNSS observables, provide
a protective layer between GNSS receivers and timing
infrastructure. By monitoring incoming GNSS signals and
validating their authenticity, BlueSky technology can detect
spoofing attempts and prevent corrupted timing data from
propagating through the network.

When deployed with synchronization systems such as timing
servers, BlueSky technology can help support radar systems,
ADS-B receivers, MLAT/WAM systems and automation
platforms by maintaining trusted timing references.
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Conclusion

Airport surveillance and air traffic control systems rely on
a tightly synchronized infrastructure that integrates radar,
ADS B, MLAT/WAM and automation platforms. As GNSS
interference incidents continue to increase globally, these
systems face growing risks from jamming and spoofing.

Disruptions to GNSS timing can degrade radar alignment,
compromise ADS B data integrity and destabilize automation
systems, affecting the accuracy and reliability of the air traffic
control environment.

GNSS should be treated as a critical but vulnerable
infrastructure component. Ground systems can benefit from
robust monitoring, resilient timing architectures, backup
navigation and surveillance systems and clear operational
procedures for GNSS interference events.

By deploying protective technologies such as Bluesky
technology, airports can improve the resilience of their
timing infrastructure and help safeguard critical surveillance
systems against GNSS based threats.
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