Advantages of Utilizing the External BlueSky® GNSS

Firewall with the TimeProvider® 4100

This use-case series, “Advantages of Utilizing the External BlueSky® GNSS Firewall with
the TimeProvider® 4100,” examines real-world deployment scenarios that enhance the
security, resilience, and scalability of GNSS-based timing architectures.

The BlueSky® GNSS Firewall provides advanced protection against GNSS spoofing and
jamming, preserving the integrity of time and location signals before they reach
downstream systems. When deployed externally with the TimeProvider® 4100—a
high-performance, scalable timing platform designed for precise synchronization across
modern network infrastructures—the result is a layered, defense-in-depth approach to
trusted time delivery.

Across this series, each use case highlights a specific advantage of this combined
architecture, including robust GNSS threat protection, improved network segmentation,
enhanced traffic monitoring and control, scalable system design, and secure remote
access. While each blog can stand alone, together they illustrate how the external
BlueSky GNSS Firewall and the TimeProvider 4100 complement one another to address
a broad range of operational and security challenges.

Use Case 1: Validating GNSS-Derived Time Before Reception by TimeProvider® 4100

Context

In timing architectures where GNSS is used as a primary time reference, the TimeProvider 4100
requires protection from malformed or manipulated GNSS signals. Direct GNSS input exposes the
system to spoofing, jamming, or subtle time bias attacks that may not immediately trigger alarms.

Figure 1-1. Connection Between the BlueSky GNSS Firewall and the TimeProvider 4100.
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Implementation

The external BlueSky GNSS Firewall is placed between the GNSS antenna system and the
TimeProvider 4100. The firewall processes live-sky GNSS signals and outputs a validated Time-of-
Day (ToD) signal using supported serial formats such as ITU-T 8271 or NTP4. This ToD output is
connected to a ToD input on the TimeProvider 4100.

The TimeProvider 4100 consumes the ToD signal as its time reference while continuing to discipline
frequency from its local oscillator or an external frequency source. Position data is not required for
this operation.

Advantages of the External BlueSky GNSS Firewall

e GNSS anomaly detection and filtering occur outside the TimeProvider 4100, reducing attack
surface within the timing core.

e The ToD interface provides full timestamp information without requiring amplified RF-level
GNSS input.

e Use of the ToD output avoids the need for RF amplification that would otherwise be
required when feeding a hardened GNSSsignal into the TimeProvider 4100.

e Firewall behavior and policy can be modified independently of the TimeProvider 4100
software lifecycle.

Conclusion

Positioning the BlueSky GNSS Firewall ahead of the TimeProvider 4100 allows GNSS signals to be
continuously observed, assessed, and verified before they can affect the grandmaster’s time scale.
As a result, only authenticated, high-integrity GNSS-derived time is passed on to the TimeProvider
4100, ensuring that compromised or manipulated signals are stopped before they can become an
active timing reference.

0\\ MICROCHIP . 1 microchip.com




