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Critical infrastructure sectors including mobile communications, power utilities, transportation, finance, and

 Using UTC(k) from National Metrology Labs as a Resilient
Alternative to GNSS for Critical Infrastructure

defense depend on precise and reliable time synchronization to support uninterrupted 24x7 operations.
Global Navigation Satellite Systems (GNSS), such as GPS, Galileo are widely used for time synchronization, 
but satellite-based timing is vulnerable to jamming, spoofing, interference and physical obstructions, 
making them unreliable as sole time sources.
UTC(k) is the local physical realization of Coordinated Universal Time (UTC) maintained by a specific 
national metrology institute or observatory (denoted by 'k’). These laboratories use atomic clocks to 
generate a time scale that closely approximates the official UTC, which is calculated retrospectively by the 
Bureau International des Poids et Mesures (BIPM).
This three-part series begins with an overview of GNSS vulnerabilities and the growing need for 
alternative timing sources, introducing UTC(k) as a terrestrial time reference.
The second part focuses on the technical requirements for deploying UTC(k) time distribution across a 
national network and explains how Microchip's TP4500 v3 enables high-accuracy terrestrial time 
distribution.
The third and final part examines the operational benefits of using UTC(k) for critical infrastructure—such as 
power utilities and smart grids—and concludes with key applications and future directions.

GNSS Vulnerabilities and the Need for Alternatives
GNSS constellations, such as GPS and Galileo, can be used for time synchronization. The time provided by 
GNSS is based on UTC(k) sources, like UTC(USNO) for GPS or the UTC(k) derived from five European UTC 
laboratories for Galileo. GNSS signals are susceptible to:

• Jamming: Interference, intentional or unintentional, can disrupt timing signals, causing outages in 
cellular networks and f inancial systems.

• Spoofing: Malicious actors can manipulate GNSS signals, threaten transportation safety, and power grid 
stability.

• Physical obstructions: Urban canyons, underground facilities, and dense environments can block satellite 
signals. 
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Governments and regulators are therefore mandating complementary Positioning, Navigation, and Timing 
(PNT) solutions to improve resilience and ensure service continuity. Additionally, the cost and operational 
complexity of deploying and securing GNSS receivers at every master timing site further motivate the 
adoption of terrestrial alternatives.

UTC(k) as a Terrestrial Time Reference

UTC(k) is the official time scale maintained by national metrology labs, traceable to Coordinated Universal 
Time (UTC).
Resilience is becoming increasingly important. To ensure the highest levels of resilience, it is recommended 
to use UTC from a UTC(k) lab in addition to GNSS-based solutions. This applies to both mobile network 
synchronization and business customer services.

PNT user equipment resilience level standards are currently being defined  in the IEEE® P1952 working group.
Direct use of UTC(k) enables network operators to synchronize their systems without relying on GNSS, 
ensuring traceability and compliance with metrological standards. If the network operator has an agreement 
with one or more UTC(k) time laboratories, the UTC time can be directly distributed from the laboratory’s 
location to synchronize the network.
Several countries are either maintaining or developing their own UTC infrastructure to synchronize their 
telecommunications networks.

Figure 2-1. How Coordinated Universal Time (UTC) is Established
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UTC(k) as a Terrestrial Time Reference

Figure 2-2. Precise Time Scale System with UTC(k) Transfer Over Optical Networks

Key Aspects of UTC(k) for Synchronization

• Definition: BIPM states that UTC is based on about 677 atomic clocks, which are maintained
in 91 national time laboratories around the world (https://webtai.bipm.org/database/
clocklab.html).

• Purpose: UTC is calculated in retrospect, laboratories maintain their own real-time
approximation, UTC(k), to provide immediate, precise time.

• Common Examples: Common examples of UTC(k) include UTC(NIST) in the USA, UTC(SU) in
Russia and UTC(OP) in France.

• Traceability and Accuracy:  BIPM publishes the difference at 5-day intervals, allowing users
to correct their local time scale.

• GNSS Links: Any Global Navigation Satellite Systems (GNSS) align their time, such as GPS
time, with specific UTC(k) realizations.
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