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 Using UTC(k) from National Metrology Labs as a Resilient
Alternative to GNSS for Critical Infrastructure

Critical infrastructure sectors—such as mobile communications, electric power utilities, transportation 
systems, financial services, and defense—rely on highly accurate and dependable time synchronization to 
ensure continuous, around-the-clock operation.
Global Navigation Satellite Systems (GNSS), including GPS and Galileo, are commonly used for timing; 
however, satellite-based synchronization is susceptible to jamming, spoofing, interference, and signal 
blockage, limiting its reliability as a standalone time source.

The first part of this three-part series explored GNSS vulnerabilities and the increasing need for 
alternative timing sources, introducing UTC(k) as a terrestrial time reference.
In this second installment, we focus on the technical requirements for implementing UTC(k) time 
distribution across a national network and describe how Microchip’s TP4500 v3 delivers high-accuracy 
terrestrial time distribution.
The third and final part will examine the operational advantages of adopting UTC(k) for critical 
infrastructure—such as power utilities and smart grids—and will conclude with a discussion of key 
applications and future directions.

Technical Requirements for Deploying UTC(k) Time Distribution in a National 
Network

Deploying UTC(k) time distribution as a resilient alternative to GNSS requires careful planning, specialized 
equipment, and adherence to international standards.
The key technical requirements and considerations are as follows:

1. Time Source and Traceability
a. Establish a direct connection or agreement with a national metrology lab to access the 

UTC(k) time.
b. Ensure traceability to UTC in accordance with metrological standards (see International 

Vocabulary of Metrology, VIM).
c. Use high-performance cesium atomic clocks for local holdover and ensemble operation, 

supporting ePRTC mode and maintaining accuracy during GNSS outages. 
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2. Network Architecture and Equipment
a. Deploy a chain of high-accuracy grandmaster clocks (for example, TP4500 v3) across the

network, forming a virtual Primary Reference Time Clock (vPRTC) architecture.
The vPRTC is an architecture that delivers PRTC-grade timing (100 ns) at remote nodes. It
blends proven timing technologies into a centralized and protected source location and
uses commercial fiber optic network links and advanced IEEE® 1588 Precision Time
Protocol (PTP) boundary clocks to distribute 100 ns PRTC timing where it is needed; in
end points that might be hundreds of kilometers away. The central locations receive
their UTC time traceability from GNSS through highly protected and validated receivers.

b. Advanced firewall  technologies continuously monitor threats in the form of GNSS
spoofing or jamming attacks to ensure that only valid signals from the sky are passed to
the central clock. The vPRTC uses industry-proven cesium atomic clocks to establish
30 ns accuracy traceable to Universal Time Coordinated (UTC). If an invalid GNSS signal is
detected or denied, the vPRTC source maintains ±100 ns traceability to UTC for a
minimum of 14 days.

c. With these highly resilient atomic clocks in place, critical infrastructure operators can use
their secure fiber network to distribute timing to all necessary locations. Just as a GNSS
satellite-based timing system distributes timing to end points using open-air
transmission, the vPRTC distributes timing using the fiber network. The difference is that
the operator remains 100% in control of the network and can secure it, as necessary. The
vPRTC architecture can be deployed as the sole source of timing or it can be deployed as
a backup to GNSS timing solutions.

Figure 4-1. vPRTC Architecture
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d. Utilize existing optical fiber networks, standard Ethernet and off-the-shelf SFPs for
cost-effective and scalable deployment.

e. In the latest standard, ITU-T G.8271.1/Y.1366.1, an enhanced accuracy improves on
the vPRTC architecture, it improves by a ratio of 10x. High Accuracy Time Transfer
(HA-TT) introduces sub-nanosecond time transfer. Each node introduces a minimal
time error with HA-TT (500 ps per node, 5 ns over 800 km which is 10 times more
accurate than the Class D Boundary Clock accuracy (5 ns per node)). HA-TT
accuracy consumes less timing budget at each node and enables the vPRTC
architecture to cover longer distances. Microchip’s TimeProvider® 4500 v3 is the 
device that implements HA‑TT, and multiple TP4500 units together form a vPRTC
chain.

f. Support multiple operation modes and redundant architectures (active/standby,
active/active) for carrier-grade reliability.

g. Integrate hardware timestamping on all ports to ensure sub-nanosecond accuracy.

3. Time Transfer and Synchronization Standards
a. Comply with ITU-T standards for time transfer and synchronization:

i. G.8271.1/Y.1366.1 (High Accuracy Time Transfer, HA-TT)
ii. G.8272.1 (ePRTC, 30 ns accuracy)
iii. G.8272.2 (coherent network reference time clock, cnPRTC)

b. Support PTP IEEE 1588, SyncE, 1PPS, 10 MHz, and NTP for diverse network elements.
c. Provide enhanced holdover (standard states 40 days but TP4500 is capable of 100 days 

and more) and cesium ensembling for improved stability.
4. Monitoring, Management, and Security

a. Implement real-time monitoring tools (PTP packet probing, threshold-based alarms, 
MTIE/TDEV measurement).

b. Use WebGUI and integration with network management platforms for analytics and 
remote management.

c. Ensure security features such as TACACS+, RADIUS, firewall, and support for IEEE 1588 
security prongs.

5. Scalability and Integration
a. Design for scalability to serve thousands of PTP endpoints and support high-speed 

network interfaces (1 GbE, 10 GbE, 25 GbE, 100 GbE).
b. Modular design allows for easy upgrades and integration with other timing solutions.
c. Support for legacy synchronization (SONET/SDH) and migration to Ethernet and PTP.

6. Environmental and Application Considerations
a. Deploy in environments where GNSS is unreliable or unavailable (urban centers, 

underground facilities, regions subject to jamming/spoofing).
b. Applications include mobile networks (4G/5G/Open RAN), power utilities, 

transportation, finance, defense, and government networks.
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Figure 4-2. UTC(k) as the Authoritative Time Reference to Critical Infrastructures

TP4500 v3: Enabling High-Accuracy Terrestrial Time Distribution
The TP4500® v3 grandmaster clock forms the backbone of a terrestrial time distribution network 
(virtual PRTC/vPRTC).
TP4500 enables precise time transfer from national labs across entire countries, supporting 
critical infrastructure sectors such as:

Mobile networks (4G/5G/Open RAN) 
Power utilities and smart grids 
Transportation (rail, aviation, 
maritime) Finance and defense

• 
• 
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•

TP4500 features include:

• 
• 
• 
•

Sub-nanosecond accuracy, hardware timestamping and real-time monitoring 
Seamless integration with off-the-shelf SFPs, Ethernet, and optical deployments 
Carrier-grade reliability, active/standby and active/active configurations
User-friendly WebGUI for monitoring and management
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